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1
APPARATUS AND METHOD FOR
DETECTING A FAULT WITH A CLOCK
SOURCE

TECHNICAL FIELD

This disclosure relates generally to clock generation sys-
tems. More specifically, this disclosure relates to an apparatus
and method for detecting a fault with a clock source.

BACKGROUND

Numerous devices and systems use oscillators or other
sources to generate clock signals. For example, various
devices and systems can measure certain quantities of mate-
rials with a high degree of accuracy. As particular examples,
petrochemicals and other materials may be measured during
“custody transfers” when the materials are being transferred
from one party to another, such as from a seller to a buyer.
Among other things, the accuracy of the measured quantities
can directly affect various financial obligations, such as taxes
and tariffs, purchase or sale prices, and transit fees.

In conventional digital metering systems, a measured
quantity of material is often proportional to the number of
digital pulses in a clock signal counted during a specified time
period. Thus, it is useful to have a stable clock source for a
digital counter. High-stability clock oscillators are often used
to generate accurate clock signals for digital counters. How-
ever, if a clock oscillator fails and the failure goes unnoticed
for a period of time, this can significantly impact the financial
obligations of one or more parties.

SUMMARY

This disclosure provides an apparatus and method for
detecting a fault with a clock source.

In a first embodiment, a method includes receiving a first
clock signal from a first clock source at a clock monitoring
unit. The method also includes counting a first number of
pulses in the first clock signal during a specified time period.
The method further includes identifying a fault with the first
clock source when the first number does not have an accept-
able value. In addition, the method includes testing the clock
monitoring unit by determining whether the clock monitoring
unit identifies an artificial clock fault.

In a second embodiment, an apparatus includes a clock
monitoring unit and a fault injection unit. The clock monitor-
ing unit includes a first counter configured to receive a first
clock signal from a first clock source and to count a first
number of pulses in the first clock signal during a specified
time period. The clock monitoring unit also includes a con-
troller configured to identify a fault with the first clock source
when the first number does not have an acceptable value. The
fault injection unit is configured to create an artificial clock
fault in order to test whether the clock monitoring unit iden-
tifies the artificial clock fault.

In a third embodiment, a system includes a first clock
source, a clock monitoring unit, and a fault injection unit. The
first clock source is configured to generate a first clock signal.
The clock monitoring unit includes a first counter configured
to receive the first clock signal from the first clock source and
to count a first number of pulses in the first clock signal during
a specified time period. The clock monitoring unit also
includes a controller configured to identify a fault with the
first clock source when the first number does not have an
acceptable value. The fault injection unit is configured to
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2

create an artificial clock fault in order to test whether the clock
monitoring unit identifies the artificial clock fault.

Other technical features may be readily apparent to one
skilled in the art from the following figures, descriptions, and
claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of this disclosure, ref-
erence is now made to the following description, taken in
conjunction with the accompanying drawings, in which:

FIGS. 1 and 2 illustrate example systems using one or more
clock signals according to this disclosure;

FIG. 3 illustrates an example clock monitoring unit for
detecting a clock source fault according to this disclosure;

FIG. 4 illustrates an example method of detecting a clock
source fault according to this disclosure; and

FIG. 5 illustrates an example method of testing a clock
monitoring unit that detects a clock source fault according to
this disclosure.

DETAILED DESCRIPTION

FIGS. 1 through 5, discussed below, and the various
embodiments used to describe the principles of the present
invention in this patent document are by way of illustration
only and should not be construed in any way to limit the scope
of the invention. Those skilled in the art will understand that
the principles of the invention may be implemented in any
type of suitably arranged device or system.

FIGS. 1 and 2 illustrate example systems using one or more
clock signals according to this disclosure. As shown in FIG. 1,
a system 100 includes one or more clock sources 102a-1025.
Each clock source 102a-1025 generates a clock signal that
can be used by one or more other components of the system
100. Each clock source 102a-10256 includes any suitable
structure for generating a clock signal, such as a high-stability
oscillator or other oscillator.

The system 100 could include any number of clock sources
102a-10256. In some embodiments, the system 100 could
include a single clock source 102a. In other embodiments, the
system 100 could include multiple clock sources 102a-1025.
As a particular example, one clock source 102a could func-
tion as a primary clock source and provide a clock signal to
other component(s) of the system 100. Another clock source
1024 could function as a secondary clock source and provide
a clock signal to other component(s) of the system 100 upon
failure of the primary clock source. Any other suitable
arrangements and uses of one or more clock sources could be
used.

In the example shown in FIG. 1, a clock signal is provided
to processing circuitry 104. The processing circuitry 104
could use the clock signal to perform any suitable operations.
The processing circuitry 104 includes any suitable logic
device(s), such as one or more microprocessors, microcon-
trollers, digital signal processors, field programmable gate
arrays, application specific integrated circuits, or discrete
circuits. Note, however, that the clock signal(s) from the clock
source(s) 102a-1025 could be used by any other suitable
component(s) in the system 100.

When multiple clock sources 102a-1025 are present, a
clock selector 106 can be used to provide the clock signal
from one of the clock sources 102¢-1025 to the processing
circuitry 104. The clock selector 106 includes any suitable
device for delivering at least one of multiple signals to a
destination. The clock selector 106 could, for instance, rep-
resent a multiplexer or switch.
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One or more clock monitoring units (CMUs) 1084a-1085
are used in the system 100 to detect the failure of one or more
clock sources 102a-1025b, respectively, and to take corrective
action. For example, as described in more detail below, each
clock monitoring unit 108a-1085 can receive a clock signal
generated by a clock source 102¢-1025, count a number of
pulses in the clock signal during a specified time period, and
compare the counted number of pulses to one or more thresh-
olds (such as thresholds defining a range of acceptable count
values). If the counted number of pulses fails to satisfy the
threshold(s), the clock monitoring unit 108a-1085 can deter-
mine that an error in the clock signal has been detected, and
the clock monitoring unit 1084-1085 can take suitable cor-
rective action(s).

The corrective action(s) taken by a clock monitoring unit
108a-1085 can vary depending on the implementation. For
example, a clock monitoring unit 108a-1085 could trigger an
alarm to notify appropriate personnel of a clock source fault.
When a single clock source 1024 is present or when all clock
sources 102a-1025 have failed, the clock monitoring unit(s)
108a-108b could disable the processing circuitry 104 from
further processing or operation, such as by generating an
interrupt for the processing circuitry 104. When multiple
clock sources 102a-102b are present and only the primary
clock source fails, the clock monitoring unit(s) 1084-1085
could cause the clock signal from the secondary clock source
to be provided to the processing circuitry 104 (via the clock
selector 106).

As described in more detail below, each clock monitoring
unit 108a-1085 may also support a feature that allows that
clock monitoring unit 108a-1085 itself to be tested (such as
by an external device or system). For example, each clock
monitoring unit 108a-1085 could be tested during runtime to
verify that the clock monitoring unit 1084-1085 accurately
detects a clock source fault. In some embodiments, external
circuits (such as fault injection units 110a-1105) can force
clock faults, such as by inserting fault into clock signals or
modifying reference signals used to count pulses in the clock
signals. The output of a clock monitoring unit 1084-1085 can
then be examined to determine whether the clock monitoring
unit 1084-1085 accurately detected a clock fault. If the clock
fault is not detected by the clock monitoring unit 108a-1085,
an error can be generated indicating that the clock monitoring
unit 108a-1085 is malfunctioning. If the clock monitoring
unit 108a-1085 does detect the clock fault, the system 100 can
determine that the clock monitoring unit 1084-1085 is oper-
ating properly and ignore the fault detected by the clock
monitoring unit 1084-1085 (since the fault was artificially
created to test the unit 108a-1085). This testing of the clock
monitoring unit 1084-1085 could occur periodically, upon
demand, or at any other suitable time(s).

In this way, each clock monitoring unit 1084-1085 is able
to rapidly detect a clock source fault and take suitable correc-
tive action, which can help to reduce or prevent the effects of
the clock source fault from propagating to other parts of the
system. When a secondary clock source replaces a failed
primary clock source, the other system components (such as
the processing circuitry 104) can continue operating normally
and may or may not be made aware that a fault has occurred.
As a particular example, when used in a digital metering
system for measuring fluids or gases, the digital metering
system can continue to accurately measure the fluids or gases
even after the primary clock source fails. Moreover, fault
injection testing of each clock monitoring unit 108a-1085 can
be used to help verify proper operation of the clock monitor-
ing units 108a-1085 during routine operation and over time.
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Each clock monitoring unit 108a-1085 includes any suit-
able structure(s) for identifying a fault in at least one clock
signal. In some embodiments, the various components of
each clock monitoring unit 1084-1085 can be implemented in
hardware, such as with a programmable logic device and
other hardware components. However, any hardware or com-
bination of hardware and software/firmware could be used to
implement each clock monitoring unit 108a-1085. Each fault
injection unit 1104-1105 includes any suitable structure for
causing an artificial fault to appear in a clock path. The phrase
“clock path” refers to the path traversed by a clock signal, and
a fault can be introduced at any point along the clock path or
in any component located along the clock path. The phrase
“artificial fault” refers to a clock fault that is created for the
purpose of testing a clock monitoring unit.

Note that in FIG. 1, each clock monitoring unit 108a-1085
is coupled to one associated clock source 102a-1025. As a
result, each clock monitoring unit 108a-1085 could be used to
test one clock source 1024-1025. However, other embodi-
ments could also be used, such as when a single clock moni-
toring unit is used to test different clock sources in an inter-
leaved manner. In general, any number of clock monitoring
units can be used with any number of clock sources.

The system 100 shown in FIG. 1 could find use in a large
number of possible applications. For example, the system 100
could be used in metering applications where measurements
of material (such as density, flow rate, or volume measure-
ments) are made with a high degree of accuracy. The system
100 could also be used in custody transfer applications where
material such as liquid or gas is transferred from one storage
location to another (like an oil transfer from an oil tanker into
a delivery truck). Other example uses include flight systems,
communication systems, medical applications, and other
applications involving mission-critical processor devices or
other devices that use clock signals.

Note that any suitable clock fault could be detected by each
clock monitoring unit 108a-1085. For example, each clock
monitoring unit 108a-1085 could detect a “stuck at” fault in
which a clock signal is stuck at a logical high or logical low
value. Each clock monitoring unit 108a-1085 could also
detect a frequency offset error in a clock signal. Any other or
additional faults could be detected by each clock monitoring
unit 108a-1085.

While the system 100 in FIG. 1 uses redundant clock
sources, a system 200 as shown in FIG. 2 uses redundant
modules 2014-2015. Each module 201a-2015 here respec-
tively includes a clock source 202a-202b, processing cir-
cuitry 204a-2045b, a clock monitoring unit 2084-2085b, and a
fault injection unit 210a-2105. These components can be the
same as or similar to the corresponding components in FIG. 1,
except that the processing circuitry 204a-2045 in each mod-
ule 201a-2015 does not use the clock signal from its associ-
ated clock source 202a-2025. Rather, application logic 212a-
2125 in each module 201a-2015 uses the clock signal from its
associated clock source 2024-2025. Each application logic
212a-212b represents any suitable structure for performing
one or more desired functions using at least one clock signal.

The processing circuitry 204a-2045 in each module 201a-
2015 is responsible for controlling the associated application
logic 212a-212b. For example, each processing circuitry
2044-204b could receive an indication from the associated
clock monitoring unit 208a-2085 indicating whether the
associated clock source 202a-202b is operating properly.
Each processing circuitry 204a-2045 could also receive a
fault injection enable signal, which indicates whether the
associated clock monitoring unit 208a-2085 is being tested
(and therefore any fault indication can be ignored). Each



US 9,336,074 B2

5

processing circuitry 204a-2045 could further provide an
enable or reset signal to the associated application logic 212a-
2125, which allows the processing circuitry 204a-2045 to
disable the application logic 2124-2125 when a clock fault is
detected.

The modules 201a-2015 here can be used in a redundant
manner. For example, the application logic 212a-2125 in both
modules 201a-2015 could be configured to execute the same
logic or otherwise perform the same functions. One module
could function as a primary module, and the other module
could function as a secondary module. Upon a failure in the
primary module (such as upon the detection of a clock fault),
the processing circuitry in the primary module could notify
the processing circuitry in the secondary module. The sec-
ondary module could then assume the primary mode of
operation.

Although FIGS. 1 and 2 illustrate examples of systems
using one or more clock signals, various changes may be
made to FIGS. 1 and 2. For example, FIGS. 1 and 2 illustrate
two example operational environments in which a clock
monitoring unit could be used. A clock monitoring unit could
be used in any other suitable device or system having at least
one clock signal to be tested. Also, the functional divisions
shown in FIGS. 1 and 2 are for illustration only. Various
components in FIGS. 1 and 2 could be combined, further
subdivided, or omitted and additional components could be
added according to particular needs. For instance, a fault
injection unit could be incorporated into a clock monitoring
unit or processing circuitry.

FIG. 3 illustrates an example clock monitoring unit 300 for
detecting a clock source fault according to this disclosure.
The unit 300 could, for example, represent the clock moni-
toring units 1084-1085 in the system 100 of FIG. 1 or the
clock monitoring units 2084-208b in the system 200 of FIG.
2. Note, however, that the unit 300 could be used in any other
suitable device or system.

As shown in FIG. 3, the unit 300 receives a test clock signal
302 and a reference clock signal 304. The test clock signal
302 represents the clock signal from a clock source to be
tested. For instance, the test clock signal 302 could represent
the clock signal from a clock source 102a-1025, 202a-2025b.
The reference clock signal 304 represents a clock signal from
a known good clock source that is used by the unit 300 to
(among other things) define the time period during which
pulses are counted in the test clock signal 302. For example,
the reference clock signal 304 could be generated by or fed to
the processing circuitry 104, 204a-20454.

The unit 300 also includes a finite state machine (FSM) or
other controller 306, which controls the overall operation of
the unit 300. As described below, the controller 306 can
control when the test clock signal 302 is tested and output a
signal indicating whether a fault is detected. The controller
306 includes any suitable structure for controlling testing of a
clock signal, such as one or more microprocessors, microcon-
trollers, digital signal processors, field programmable gate
arrays, application specific integrated circuits, or discrete
circuits.

The test clock signal 302 is provided to a test counter 308,
which counts the number of pulses contained in the test clock
signal 302 under the control of the controller 306. For
example, the controller 306 can reset the value that is output
by thetest counter 308 and enable counting by the test counter
308. The test counter 308 outputs a test count value that
represents the number of pulses in the test clock signal 302
counted while the test counter 308 is enabled and not reset.
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Thetest counter 308 includes any suitable structure for count-
ing pulses in a clock signal, such as an 8-bit or other multi-bit
counter.

The test count value generated by the test counter 308 is
provided to two comparators 310-312. Each comparator 310-
312 compares the test count value from the test counter 308 to
a threshold value. In this example, the comparator 310 com-
pares the test count value to a minimum acceptable count
value, and the comparator 312 compares the test count value
to a maximum acceptable count value. The minimum and
maximum acceptable values define a range of values in which
the test count value from the test counter 308 should ideally
fall. Each comparator 310-312 includes any suitable structure
for comparing multiple values.

An AND gate 314 performs a logical AND operation using
the outputs of the comparators 310-312. Ifthe test count value
from the test counter 308 is greater than or equal to the
minimum threshold hold value and less than or equal to the
maximum threshold hold, the AND gate 314 could output one
logical value (such as a “1”). If either condition is not met, the
AND gate 314 could output another logical value (such as a
“0”). The AND gate 314 therefore outputs a value indicating
whether the test count value from the test counter 308 falls
within the range defined by the minimum and maximum
acceptable values (thereby identifying whether a fault has
been detected). The AND gate 314 includes any suitable
structure for performing a logical AND operation.

The output of the AND gate 314 is sampled using a latch
316. The output of the latch 316 therefore provides an indi-
cation whether a fault has been detected with the test clock
signal 302. If the number of pulses counted in the test clock
signal 302 exceeds the maximum threshold value or falls
below the minimum threshold value, this is indicative of some
type of fault with the clock source providing the test clock
signal 302. The latch 316 captures the output of the AND gate
314 and provides this value back to the controller 306, which
can take suitable corrective action if a clock source fault is
indicated. The latch 316 includes any suitable structure for
capturing a value, such as a D flip-flop.

The reference clock signal 304 in FIG. 3 isused to clock the
controller 306 and the latch 316. The reference clock signal
304 is also used to define the length of time during which
pulses in the test clock signal 302 are counted. This is done by
providing the reference clock signal 304 to a reference
counter 318, which counts the number of pulses in the refer-
ence clock signal 304 and outputs a reference count value.
The controller 306 can reset the value that is output by the
reference counter 318 and enable counting by the reference
counter 318. The reference count value is provided to a com-
parator 320, which compares the reference count value to a
threshold.

When the reference count value does not exceed the thresh-
old, the comparator 320 provides a first value to the “clock
enable” input of the latch 316 and to the controller 306. When
the reference count value equals or exceeds the threshold, the
comparator 320 provides a second value to the “clock enable”
input of the latch 316 and to the controller 306. This causes
the latch 316 to capture the output of the AND gate 314 and
informs the controller 306 that the pulses in the test clock
signal 302 have been counted for a specified period of time.
By controlling the frequency of the reference clock signal 304
and/or the threshold value used by the comparator 320, the
time period during which the pulses in the test clock signal
302 are counted can be controlled. The reference counter 318
includes any suitable structure for counting pulses in a clock
signal, such as an 8-bit or other multi-bit counter. The com-
parator 320 includes any suitable structure for comparing
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multiple values. The threshold used by the comparator 320
could be set in any suitable manner, such as by a system or
user for a particular application.

In some embodiments, the controller 306 can enable both
counters 308 and 318 simultaneously. The counter 308 counts
pulses in the test clock signal 302, and the counter 318 counts
pulses in the reference clock signal 304. When the counter
318 counts a threshold number of pulses in the reference
clock signal 304, a specified amount of time for counting
pulses in the test clock signal 302 has elapsed. Once the
specified amount of time has elapsed, the latch 316 latches a
value indicative of whether the counted number of pulses in
the test clock signal 302 is within a desired range. Based on
the output of the latch 316, the controller 306 makes a deter-
mination whether a fault has been detected in the test clock
signal 302. If a fault is detected, the controller 306 can assert
a “clock error” signal. The controller 306 could assert the
“clock error” signal in response to one or multiple failures to
count a correct number of pulses in the test clock signal 302
during one or multiple time periods.

The “clock error” signal could be used in any suitable
manner. For example, as noted above, the “clock error” signal
could be used as an interrupt for the processing circuitry 104,
2044a-2045 or other devices. As shown in FIG. 3, the “clock
error” signal is provided to an error handling system 322,
which uses the “clock error” signal to trigger various actions.
For instance, the error handling system 322 can generate an
alarm, which can be provided to a system event annunciator
324 that creates a visible, audible, or other type of alarm
notification. The error handling system 322 can also generate
a signal for redundancy controls 326, which causes the redun-
dancy controls 326 to take corrective action. The corrective
action could include the clock selector 106 changing the
clock signal that is provided to the processing circuitry 104,
application logic 212a-212b, or other components. The cor-
rective action could also include switching from one module
201a to another module 2015. The error handling system 322
could further generate a fail code unique to or otherwise
associated with the fault, and the fail code and any associated
data could be stored for later use. The “clock error” signal
could be used in any other suitable manner.

As shown in FIG. 3, the controller 306 can receive various
other signals for controlling the operation of the unit 300. For
example, a “System_rdy” signal can be used to indicate that a
peripheral system (such as the system 100 or 200) is ready for
operation. A “Diag_tick_timer” signal can be used to indicate
that the peripheral system is ready to process outputs from the
controller 306. When the peripheral system is ready for opera-
tion and is ready to process outputs from the controller 306,
the controller 306 can begin operation to verify the proper
number of pulses in the test clock signal 302. A “Reset” signal
can beused to reset the controller 306. A “Fault_inject” signal
can be used to indicate to the controller 306 that a test of the
unit 300 is under way. As noted above, the test can involve
artificially injecting a fault into the test clock signal 302 and
verifying that the unit 300 properly detects the fault. A logical
OR gate 328 is used here to indicate that the controller 306
can be reset in response to the “Reset” signal or the “Fault_
inject” signal (if the OR gate 328 has additional inputs, other
sources could also be used to reset the controller 306).

Although FIG. 3 illustrates one example of a clock moni-
toring unit 300 for detecting a clock source fault, various
changes may be made to FIG. 3. For example, while shown
and described as being implemented using various hardware
components, one, some, or all of the components in FIG. 3
could be implemented using hardware and software/firmware
instructions. Also, the uses of the “clock error” signal shown
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in FIG. 3 are for illustration only. Further, the use of multiple
comparators 310-312 may not be required, such as when the
threshold to a single comparator is varied in order to perform
serial comparisons of the test count value to different thresh-
olds.

FIG. 4 illustrates an example method 400 for detecting a
clock source fault according to this disclosure. As shown in
FIG. 4, a test of a clock source is initiated at step 402. This
could include, for example, the controller 306 enabling the
counters 308 and 318. This could also include providing
suitable threshold values to the comparators 310, 312, 320.

The pulses in a clock signal from the clock source are
counted during a specified time period at step 404. This could
include, for example, the test counter 308 counting the num-
ber of pulses in the test clock signal 302. The specified time
period can be defined by counting the pulses in the reference
clock signal 304 until a specified number of pulses have been
counted (as indicated by the comparator 320).

The counted number of pulses in the clock signal from the
clock source is compared to one or more thresholds at step
406. This could include, for example, comparing the output of
the test counter 308 to maximum and minimum threshold
values using the comparators 310-312.

A determination is made whether the counted number of
pulses is acceptable at step 408. This could include, for
example, combining the outputs of the comparators 310-312
to generate a value indicative of whether the counted number
of'pulses falls within a range of expected or acceptable values.

If the counted number of pulses is acceptable at step 410,
normal operation of the system may continue at step 412. In
this case, there is no fault detected in the clock signal from the
clock source, and no additional steps may need to be taken.
Otherwise, if the counted number of pulses is not acceptable
at step 410, corrective action is taken at step 414. This could
include, for example, the controller 306 sending an interrupt
or other signal to the processing circuitry 104, 204a-2045b or
sending an error signal to the error handling system 322.
Example corrective actions include disabling further process-
ing by a processing device or application logic, triggering an
alarm, or changing to a redundant or backup clock source,
module, or system.

The method 400 shown in FIG. 4 could be repeated any
number of times and at any suitable times. For example, the
method 400 could be repeated at a specified interval or ran-
domly. The method 400 could also be performed continu-
ously or near continuously, such as when the ending of one
specified time period is followed immediately or almost
immediately by another specified time period.

Although FIG. 4 illustrates one example of a method 400
for detecting a clock source fault, various changes may be
made to FIG. 4. For example, while shown as a series of steps,
various steps in FIG. 4 could overlap, occur in parallel, or
occur multiple times.

FIG. 5 illustrates an example method 500 of testing a clock
monitoring unit that detects a clock source fault according to
this disclosure. As shown in FIG. 5, a test of a clock moni-
toring unit is initiated at step 502. This could include, for
example, starting a test of the clock monitoring unit 300 to
ensure proper operation of the unit 300. The test could be
initiated at a specified interval, on demand, or at any other
suitable time. A controller in the clock monitoring unit is
informed of the test at step 504. This could include, for
example, enabling the “Fault_inject” signal provided to the
controller 306.

A fault is created in the clock path associated with the clock
signal being monitored at step 506. This could include, for
example, a fault injection unit 110a-1105, 210a-2105 modi-
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fying the test clock signal 302 to alter the number of pulses in
the test clock signal 302. This could also include the fault
injection unit 110a-1105, 210a-2105 modifying the reference
clock signal 304 used by the clock monitoring unit being
tested. Any other suitable technique could be used to intro-
duce an apparent fault into the clock path of the clock signal.
Note that the actual signal from a clock source (either the
clock source under test or a clock source not under test) can
continue being provided to other components of the system,
such as to processing circuitry or application logic, so that the
test of the unit 300 does not interfere with the operation of
those components.

An output of the clock monitoring unit is received at step
508. This could include, for example, receiving the “clock
error” signal from the unit 300. If the output indicates that a
fault was detected at step 510, the clock monitoring unit
correctly identified the purposely-injected clock fault, and
normal operation of the clock monitoring unit proceeds unin-
terrupted at step 512. If the output indicates that no fault was
detected at step 510, the clock monitoring unit is identified as
defective at step 514. In this case, any suitable actions could
occur, such as triggering an alarm, shutting down a peripheral
system, switching to a redundant module, or allowing opera-
tion of the system to continue while maintenance activities
are performed.

The method 500 shown in FIG. 5 could be repeated any
number of times and at any suitable times. For example, the
method 500 could be repeated at a specified interval or ran-
domly. Note that a user could set an interval between execu-
tions of the method 500 to balance interruption of clock
source monitoring against the risk of an undetected monitor-
ing unit failure.

Although FIG. 5 illustrates one example of a method 500 of
testing a clock monitoring unit that detects a clock source
fault, various changes may be made to FIG. 5. For example,
while shown as a series of steps, various steps in FIG. 5 could
overlap, occur in parallel, or occur multiple times.

In some embodiments, various functions described above
are implemented or supported by a computer program that is
formed from computer readable program code and that is
embodied in a computer readable medium. The phrase “com-
puter readable program code” includes any type of computer
code, including source code, object code, and executable
code. The phrase “computer readable medium” includes any
type of medium capable of being accessed by a computer,
such as read only memory (ROM), random access memory
(RAM), a hard disk drive, a compact disc (CD), a digital video
disc (DVD), or any other type of memory. A “non-transitory”
computer readable medium excludes wired, wireless, optical,
or other communication links that transport transitory elec-
trical or other signals. A non-transitory computer readable
medium includes media where data can be permanently
stored and media where data can be stored and later overwrit-
ten, such as a rewritable optical disc or an erasable memory
device.

It may be advantageous to set forth definitions of certain
words and phrases used throughout this patent document. The
terms “application” and “program” refer to one or more com-
puter programs, software components, sets of instructions,
procedures, functions, objects, classes, instances, related
data, or a portion thereof adapted for implementation in a
suitable computer code (including source code, object code,
or executable code). The terms “transmit,” “receive,” and
“communicate,” as well as derivatives thereof, encompass
both direct and indirect communication. The terms “include”
and “comprise,” as well as derivatives thereof, mean inclusion
without limitation. The term “or” is inclusive, meaning and/
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or. The phrase “associated with,” as well as derivatives
thereof, may mean to include, be included within, intercon-
nect with, contain, be contained within, connect to or with,
couple to or with, be communicable with, cooperate with,
interleave, juxtapose, be proximate to, be bound to or with,
have, have a property of, have a relationship to or with, or the
like. The phrase “at least one of,” when used with a list of
items, means that different combinations of one or more of the
listed items may be used, and only one item in the list may be
needed. For example, “at least one of: A, B, and C” includes
any of the following combinations: A, B, C, Aand B,A and C,
Band C,and A and B and C.

While this disclosure has described certain embodiments
and generally associated methods, alterations and permuta-
tions of these embodiments and methods will be apparent to
those skilled in the art. Accordingly, the above description of
example embodiments does not define or constrain this dis-
closure. Other changes, substitutions, and alterations are also
possible without departing from the spirit and scope of this
disclosure, as defined by the following claims.

What is claimed is:

1. A method comprising:

receiving a first clock signal from a first clock source at a

clock monitoring unit;

providing the first clock signal to a first component that

operates using the first clock signal;

counting a first number of pulses in the first clock signal

during a specified time period;

identifying a fault with the first clock source when the first

number does not have an acceptable value;

inresponse to the identified fault with the first clock source,

causing a second clock source to provide a second clock
signal to at least one of: the first component and a redun-
dant second component; and

testing the clock monitoring unit by determining whether

the clock monitoring unit identifies an artificial clock
fault.

2. The method of claim 1, wherein testing the clock moni-
toring unit comprises creating the artificial clock fault and
determining whether the clock monitoring unit outputs a sig-
nal indicating that the artificial clock fault has been detected.

3. The method of claim 1, further comprising identifying
the specified time period by:

receiving a third clock signal;

counting a second number of pulses in the third clock

signal; and

signaling when the second number meets or exceeds a

threshold value.

4. The method of claim 1, further comprising:

comparing the first number to a minimum threshold value

and a maximum threshold value; and

determining that the first number does not have the accept-

able value when the first number is below the minimum
threshold value or above the maximum threshold value.

5. The method of claim 1, further comprising, in response
to identifying the fault with the first clock source, at least one
of:

generating an alarm;

disabling or interrupting operation of at least one of the first

component and the second component; and

generating a fail code and associating the fail code and data

related to the identified fault with the first clock source.

6. A method comprising:

receiving a first clock signal from a first clock source at a

clock monitoring unit;

counting a first number of pulses in the first clock signal

during a specified time period;
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generating an indicator identifying whether the first num-
ber has an acceptable value;

sampling the indicator when the specified time period
elapses;

identifying a fault with the first clock source when the first
number does not have the acceptable value; and

testing the clock monitoring unit by determining whether
the clock monitoring unit identifies an artificial clock
fault.

7. The method of claim 6, further comprising:

providing the first clock signal to a first component that
operates using the first clock signal; and

inresponse to the identified fault with the first clock source,
causing a second clock source to provide a second clock
signal to at least one of: the first component and a redun-
dant second component.

8. An apparatus comprising:

a clock monitoring unit comprising:

a first counter configured to receive a first clock signal
from a first clock source and to count a first number of
pulses in the first clock signal during a specified time
period;

a first comparator configured to compare the first num-
ber to a minimum threshold value;

a second comparator configured to compare the first
number to a maximum threshold value;

a second counter configured to receive a second clock
signal and to count a second number of pulses in the
second clock signal;

a third comparator configured to signal when the second
number meets or exceeds a third threshold value;

logic configured to generate an indicator identifying
whether the first number has an acceptable value
based on outputs of the first and second comparators;

a latch configured to sample the indicator based on an
output of the third comparator; and

a controller configured to identify a fault with the first
clock source when the first number does not have the
acceptable value; and

a fault injection unit configured to create an artificial clock
fault in order to test whether the clock monitoring unit
identifies the artificial clock fault.

9. The apparatus of claim 8, wherein the controller com-

prises a finite state machine.

10. The apparatus of claim 8, further comprising:

application logic configured to use the first clock signal;
and

processing circuitry configured to receive an output from
the clock monitoring unit and an indication whether the
clock monitoring unit is being tested, the processing
circuitry also configured to enable the application logic
when no fault with the first clock source is identified and
to disable the application logic when the fault with the
first clock source is identified.

11. An apparatus comprising:

a clock monitoring unit comprising:

a first counter configured to receive a first clock signal
from a first clock source and to count a first number of
pulses in the first clock signal during a specified time
period; and

a controller configured to identify a fault with the first
clock source when the first number does not have an
acceptable value;

a fault injection unit configured to create an artificial clock
fault in order to test whether the clock monitoring unit
identifies the artificial clock fault; and
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a clock selector configured to receive the first clock signal
and a second clock signal and to provide the first clock
signal to a component that is configured to operate using
the first clock signal;

wherein, in response to the identified fault with the first
clock source, the clock selector is configured to provide
the second clock signal to the component.

12. The apparatus of claim 11, further comprising:

a second counter configured to receive a third clock signal
and to count a second number of pulses in the third clock
signal;

a first comparator configured to signal when the second
number meets or exceeds a first threshold value;

a second comparator configured to compare the first num-
ber to a minimum threshold value; and

a third comparator configured to compare the first number
to a maximum threshold value.

13. The apparatus of claim 12, further comprising:

logic configured to generate an indicator identifying
whether the first number has the acceptable value based
on outputs of the second and third comparators; and

a latch configured to sample the indicator based on an
output of the first comparator.

14. An apparatus comprising:

a clock monitoring unit comprising:

a first counter configured to receive a first clock signal
from a first clock source and to count a first number of
pulses in the first clock signal during a specified time
period; and

a controller configured to identify a fault with the first
clock source when the first number does not have an
acceptable value;

a fault injection unit configured to create an artificial clock
fault in order to test whether the clock monitoring unit
identifies the artificial clock fault, the clock monitoring
unit and the fault injection unit forming a first module;
and

a second module configured to generate a second clock
signal;

wherein the apparatus is configured to provide the first
clock signal to a component; and

wherein, in response to the identified fault with the first
clock source, the apparatus is configured to provide the
second clock signal to the component.

15. The apparatus of claim 14, further comprising:

a second counter configured to receive a third clock signal
and to count a second number of pulses in the third clock
signal; and

a comparator configured to signal when the second number
meets or exceeds a threshold value.

16. A system comprising:

a first clock source configured to generate a first clock
signal;

a clock monitoring unit comprising:

a first counter configured to receive the first clock signal
from the first clock source and to count a first number
of pulses in the first clock signal during a specified
time period; and

a controller configured to identify a fault with the first
clock source when the first number does not have an
acceptable value;

a fault injection unit configured to create an artificial clock
fault in order to test whether the clock monitoring unit
identifies the artificial clock fault;

application logic configured to use the first clock signal;
and
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processing circuitry configured to receive an output from
the clock monitoring unit and an indication whether the
clock monitoring unit is being tested, the processing
circuitry also configured to enable the application logic
when no fault with the first clock source is identified and
to disable the application logic when the fault with the
first clock source is identified.

17. The system of claim 16, further comprising:

a second clock source configured to generate a second
clock signal; and

a clock selector configured to receive the first clock signal
and the second clock signal and to provide the first clock
signal to the application logic;

wherein, in response to the identified fault with the first
clock source, the clock selector is configured to provide
the second clock signal to the application logic.

18. The system of claim 16, wherein:

the clock monitoring unit and the fault injection unit form
a first module;

the system further comprises a second module configured
to generate a second clock signal;

the system is configured to provide the first clock signal to
the application logic; and
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inresponse to the identified fault with the first clock source,
the system is configured to provide the second clock
signal to the application logic.

19. The system of claim 16, wherein the clock monitoring

unit further comprises:

a second counter configured to receive a second clock
signal and count a second number of pulses in the second
clock signal; and

a first comparator configured to signal when the second
number meets or exceeds a first threshold value.

20. The system of claim 19, wherein the clock monitoring

unit further comprises:

a second comparator configured to compare the first num-
ber to a minimum threshold value;

a third comparator configured to compare the first number
to a maximum threshold value;

logic configured to generate an indicator identifying
whether the first number has the acceptable value based
on outputs of the second and third comparators; and

a latch configured to sample the indicator based on an
output of the first comparator.
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